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<<CLIENT>> VPN network settings Form 

This Network form should be filled by the <<CLIENT>> Telecommunications / Network Security specialists in order the network equipment at both sites Athens Exchange (ATHEX) and <<CLIENT>> can be accordingly configured.

1. General <<CLIENT>> information :

	Company Name:
	

	Technical Contact for Installation:
	

	Phone:
	

	Mobile phone:
	

	Email :
	


2. Network topology
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Network Diagram 1

3. <<CLIENT>>  application flows characteristics
Services and flows definition 

3.1. <<CLIENT>> Integration Service for development connection

The “CLIENT” will be connecting to the GAS Server IP: XX.XX.XX.XX using TCP protocol (-s) at a specific port (-s) that will be provided.

According to the above Network Diagram, the application flows have the following characteristics:

	Flow 

ID
	Application flow description
	Protocol
	Source IP
	Source port
	Destination IP 

(filled by Athex)
	Destination Port 
(filled by Athex)
	Estimate bandwidth

	1
	CLIENT Service for UAT connection
	TCP
	XX.XX.XX.XX
	gt 1023
	GAS server IP:
	XX
	~ 64Kbps 


Table 1, Application Flows for the Test Environment

4. Network settings for CLIENT:
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Network Diagram 2

The “CLIENT” Network Security specialist is kindly requested to fill in the missing information pertinent to Network Diagram 2; this is essential for ATHEX to proceed with the necessary arrangements that will permit the implementation of the <<CLIENT>> via IPSec VPN Tunnel.
4.1. VPN Connection parameters and setting:

The interconnection between the “CLIENT” to the ATHEX server is placed over Internet. For this reason it is strongly recommended to establish a VPN connection between the ATHEX VPN device and the “CLIENT” VPN device.
4.1.1. VPN parameters

For the LAN-to-LAN IPSec VPN tunnel the parameters should be configured are shown in the following Table:

	IKE Proposal
	 

	IKE Version 
	 2

	Encryption Algorithm
	AES-256

	Hashing Algorithm
	HMAC-SHA256

	Diffie-Hellman Group
	Group 20

	Authentication Method
	Preshared

	SA Lifetime 
	24 hours

	IPSec Proposal
	 

	Protocol
	ESP

	Encryption Algorithm
	AES-256

	Hashing Algorithm
	HMAC–SHA256

	Pfs Group
	Group 20 

	SA Lifetime
	8 hours

	Preshared Secret Key
	*********


Table 2, IPSec VPN tunnel parameters

4.1.2. Compatibility check between ATHEX VPN and the <<CLIENT >> VPN device
The equipment used by ATHEX for the concentration of the LAN-to-LAN IPSec VPN connection is a Cisco FTD 2110 (this kind of equipment is fully compatible with any other Cisco device including Cisco Routers, Cisco Firewalls as well as Cisco VPN concentrators - full compatibility list can be found at the following URL: 

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
In case VPN devices other than Cisco are used, additional checks must be performed regarding the compatibility of this network equipment with the Cisco FTD 2110.

Please fill in the table below with the VPN equipment details that you plan to use.

	Manufacturer
	Model
	Operation system version

	
	
	


4.1.3. IP addressing of the VPN equipment.

According to the above Network Diagram 2, the ATHEX VPN concentration equipment has the public IP address: 193.242.255.8
Please fill in the public IP address for the VPN device that will be used in test environment:

	Public IP address for the VPN device (X.Y.Z.W)
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